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This formalised structure is making the tools to stage an attack more accessible to a broader
audience. It is now possible to rent a global Denial Of Service Botnet for £25 per hour. Ransomware
is also packaged as a service and sold for as little as £50. Vulnerabilities in technology are also
provided in Exploit Kits and sold to cyber criminals. New exploits get automatically distributed within
a week of their release to all the users of these exploit kits.

Cyber-crime is becoming increasingly advanced technologically and very well-funded from numerous
areas.
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How Do We Get Attacked

Over the years cyber-attacks have become far more sophisticated, improving the attackers’ success
rates. Greater success coupled with increased capability through advanced threat automation,
means cyber-crime is developing rapidly. There is a continual battle for supremacy between the
security defence industry and the cyber criminals. It is important to continually review your defences
to ensure an acceptable level of protection is in place.

In the early days there were single phase attacks where a simple virus had a single, self-contained
attack objective. We are now seeing a coordinated series of attacks that collectively work towards
an end goal. The ingenuity of these attacks is also continuing to evolve at a rapid pace. Not that long
ago malware could be spotted by simply comparing them to a database of file names. Malware is
now perfecting the art of disguise.

Heuristic technology has been employed for a number of years now to try and detect the behaviour
of malware to thwart their advance. A single piece of malware will automatically and continually
change shape allowing it to avoid detection.

L ] A single virus may change its disguise by mutating thousands of times a day ° !,

Infections are also now changing behaviour making them increasingly difficult to identify using the
single layer anti-malware and anti-virus defence solutions. Although anti-virus or anti-malware
provides a level of detection, you should not allow them to offer a false sense of security.
Unfortunately, a large proportion of modern attacks continually manage to bypass current day anti-
virus technology.

Phishing

Phishing is a very common method used to attempt a system infection or extract sensitive
information from users. A large proportion of phishing attacks are delivered via email trying to
persuade unsuspecting users to click on an attachment or a link. Advanced techniques are being
adopted to make the phishing email look increasingly authentic. The attacker will invest time
learning about an organisation or the individual and personalise the communication based on what
they have found. This is referred to as Spear Phishing which achieves a far greater hit rate.

Phishing is also executed via SMS or by phone, all with the intent to trick the recipient into doing
something or divulging something sensitive. Social Media is a growing channel to deploy these same
phishing exploits.

5 - BBC — Spencer Kelly - How malware disguises itself to avoid detection
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Infected or Fake Websites

75% of legitimate websites have known security vulnerabilities® making them a key target for
attackers. Popular content management systems such as WordPress are a particular focus due to
their market share. An organisation’s legitimate website can be infected to distribute malware to
website visitors. Importantly a majority of your website visitors are your most valuable asset; your
customers.

The other technique is to trick a visitor into doing something they did not intend to do. A website
visitor may be transparently redirected to a fake website. The fake website may be designed to look
exactly like the site they came from so the visitor is oblivious to the fact that they have moved to
another website. Alternatively, the attacker may have injected their own fake content directly into
the legitimate website. A fake form may ask for information, the cyber-criminal sits behind that
website simply collecting the entered data. This information allows them to undertake the next
phase of their attack.

Unsuspecting users are also coerced towards a fake website via a link in a phishing email. A fake
domain may be registered so for example: xyzcompany.com may be the legitimate site and the fake
site may be xyz-company.com. The fake website can be easily set up to look exactly like the
legitimate one. The user does not notice this slight variation in the domain name and innocently
browses around filling in forms and logging in. All of this data is collected and employed in a second
phase attack.

Ransomware

Ransomware is a payload that may be delivered as part of a successful phishing attack. This infection
encrypts the data on the computer and network rendering all your data useless. A ransom payment
is requested to recover your data. Many ransomware attacks have been fixed without paying the
money by restoring from a backup. The next evolution of this infection is to undertake a stealth
attack on your backups first without you knowing. The software may sit on your network for a few
weeks infecting the backups first then infecting your files a few weeks later. It is only when your files
are encrypted that you realise you have an infection. Restoring from backups is no longer a viable
option because they have also been compromised.

6 — IBM Security Intelligence
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USB Drives

Any external data devices that are plugged into the USB slot are used as a mechanism to transmit an
infection. In some circumstances just the simple act of plugging in a USB stick may instantly infect a
system. Viruses jump from machine to USB stick then from USB stick to machine. This is how it
spreads by jumping from machine to machine via a USB stick.

One way an attacker will compromise a target organisation is to drop an infected USB stick in the car
park. Someone will innocently pick it up and plug it into their machine at work. The payload is
delivered and the attack starts.

There have also been cases where a bulk order of cheap branded USB drives are purchased from
abroad. These devices were delivered with malware pre-installed. The USB sticks are distributed free
to thousands of organisations who may become compromised once plugged in.

Vulnerabilities in Software

A software vulnerability is a bug that exposes an interface for an attacker to exploit. This can be any
piece of software we use from an operating system like Windows to a website, business application,
browser or just a simple plugin like Flash. There are millions of software applications, platforms and
utilities in use.

On average a vulnerability may be unknown by the software vendor for 200 days. During this time
these vulnerabilities are attacked without anyone knowing. At some point, someone or something
spots one of these vulnerabilities being exploited. Assuming this is one of the good guys this is
reported to the software vendor and a patch is created. As soon as a patch is published this
vulnerability is advertised to the wider criminal world. There are automated mechanisms to
distribute these vulnerabilities to the subscribing criminals. There is a race where attacks take place
before companies apply these patched to their systems.

¥¥  Facebook have paid out $4.3 Million just for highlighting 2,400 vulnerabilities in their Y
own software as part of their bug bounty programme ’

Flash and Java are recognised to have some of the highest levels of vulnerabilities. Most users have
Flash installed on their machines and a large proportion have Java. Old unsupported software still in
use such as Windows XP no longer has vulnerability patches developed so there is an increasing
volume of vulnerabilities being identified and exploited.

7 — The Register — Leading global online technology publication
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PHP is one of the most common website programming languages. This platform is insecure by
default. Anyone writing software in PHP requires extensive skills to ensure their code is written in a
secure way. It is relatively easy to quickly put together an application in PHP that seems to do the
job. It requires much more skill and time to develop it in a secure way. The same goes for any
software development, if the considerable development skills in Facebook can make 2,400 security
mistakes, imagine what someone with a “little bit of knowledge” can do. As they say “a little bit of
knowledge is dangerous”. In software development terms a little bit of knowledge can be disastrous.

Denial Of Service

A Denial Of Service attack is where an overwhelming amount of traffic is targeted onto one internet
address. This is most commonly targeted towards websites to bring them down. It is also possible
that the same Denial Of Service attack could be targeted at your business. This will degrade or
disable your business internet access. Because it is easy and cheap to rent Denial Of Service
capabilities, this is becoming more common. In some cases, it may be invoked as a malicious act. In
most cases it is threatened if a ransom is not paid.

There is a lot of criminal activity to recruit computing resource with internet bandwidth to perform
these actions. Malware is distributed to computers and servers so they become part of a network of
zombie machines. This malicious bit of software sits there awaiting instruction from Central
Command and Control facilities. These zombie machines could be PC’s, servers or webservers. A
single Botnet can have in excess of 10 million computers worldwide under its control. A single
control centre could direct those machines to attack a single chosen target.

Bot Nets — Spam Delivery

The same Botnet malware approach is adopted to recruit a global network of machines to send
spam email. One of the largest Botnets got to a stage where it was sending 60 billion spam emails
every day from a global network of machines.

Lost, Stolen or Disposed

Gaining physical access to computers, hard drives, USB drives even paper documents is a target for a
cyber-criminal. These valuable data assets can fall into the wrong hands through theft, negligence or
incorrect disposal. As soon as a criminal has physical access to these assets they can access
everything they want. Even if you have deleted all the information on a computer or USB drive a
criminal can easily retrieve that deleted data.

Do not consider just your passwords and bank account details to be the only sensitive information
you need to protect. Sophisticated approaches make use of something as simple as where you buy
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things from or what courier you use. This information can be collated into the first phase of a
targeted spear phishing attack.

Consider everything to be sensitive and keep it safe.

Data Harvesting & Key Logging

Malware that finds its way undetected into your machine can hide away collecting data and
recording activity. This type of malware will report findings to a Central Command and Control
feeding back what it has found. The malicious software is able to search your machine and network
looking for signs of useful information. This may be documents with user names and passwords in it,
financial records or legal documents. These same applications can log keystrokes allowing them to
recognise and record username and password combinations. As the software finds this data it
transmits it back to its master.

We all have a massive range of secure log in details for all the systems and websites we access. We
may even need to share that information amongst selected team members. If this information isin a
plain text document like MS Word or Excel it is very easy to detect. Don’t think a document
password will help, it will just take an attacker a few moments longer to crack. Many people also use
the same password for many systems, so once one password is compromised a second phase attack
may use it to try other common systems people use. Malware can actually learn about the websites
you have visited so it can create its own list to try the user name and password combination it has
found.

Webcams are now employed against us in an attack. Malware has the ability to switch on your
webcam allowing it to record your keyboard activity. Once again this is looking for and analysing user
name and password information.

WiFi Networks

Wireless networks need to be employed with caution because they can be used to access
information. Although there are passwords or access codes on your WiFi network many are
reasonably easy to break into. There are free tools that can be downloaded from the internet
together with simple instructions. It is important to note that access to your WiFi network can be
outside the physical boundary of your building. It may be possible for someone to access your WiFi
network while sitting in your car park. If your WiFi network is on the same segment as your business
network, the hacker may be able to gain access to your systems. Once in, there are numerous
opportunities that allow the hacker to move on to compromise your systems.

Innocent additions to your network by a member of staff could happen without your knowledge.
Someone may decide they want wireless access for their mobile phone while in the office. They may
buy a £12 access point, plug it into your business network and off they go. They may not realise they
have opened up a security hole in your network that someone can jump into.
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Public WiFi is also an area where caution should be exercised while using. Some public WiFi may be
open and insecure. This means other people on that same WiFi network may be able to see what
you are doing. A person with malicious intent could insert an access point pretending to be the
official WiFi point. You still get access to the WiFi however this “evil twin” is sitting in the middle,
intercepting and reading the data you transmit.

External Access

As the connected world evolves, external access and integration into third parties such as suppliers,
customers and partners continue to grow. It is important to recognise that the security of your own
environment is only as good as its weakest link. If you provide access to a third party and their
security has a vulnerability it may compromise you. If you have people who access your network for
support purposes, you need to be confident in their security and confidentiality procedures.

Although Target is a large organisation, it demonstrates the point well. Target, the large retailer in
the United States had a compromise on their Point Of Sale system. It is believed this ended up
costing Target somewhere in the region $420 million. The actual compromise happened by a leak in
login credentials from an air conditioning company they used in some of their stores. This
demonstrates how an attack can start in one place bounce over to the business network then
bounce over to the Point Of Sale retail systems.

Home users are another attack point especially if the home user is using their own technology to
access your business. A shared computer used at home is exposed to numerous vulnerabilities. It
may not be protected in any way and could easily transmit or expose data.

Remote and mobile users are also exposed to an increased level of security risk. The fact that
systems are used outside the physical security of your premises means that their network access is
also via a broad range of technologies such as public or hotel WiFi.

Brute Force Password Hacking

If passwords are not found through some form of data compromise or spyware there are other ways
hackers break into systems. Studies have shown that 60% of people use the top 1000 most common
passwords or password combinations. This makes a brute force attack very simple. There is
extensive analyses of common passwords from the half a million credentials stolen every year.

A brute force attack is a method used where a machine continually tries the username and password
combination until one works. The power of machines today also allows an 8-character password just
containing letters and numbers to be cracked relatively quickly.
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Cloud Services

Whilst tier 1 cloud services have well designed security frameworks the risk relates more towards
their use and adoption. Cloud storage is an area that can be set up quickly by any member of staff
and quickly spiral out of control. Staff may be able to create their own free cloud storage accounts,
start saving company data, then sharing it outside of the organisation. Before you know it, a complex
web of uncontrolled data is distributed outside the operational control of your business. That
member of staff leaves and the data is left on their home machine and many other computers.
Whilst other cloud services have the capability to be secure, the responsibility for security still
resides with the business using it.

(Free cyber security resources and information\
@ itwest.co.uk/cyber

Further advice and assistance please contact
@ phil.allatt@itwest.co.uk

01736 758370
- p
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What Should You Do

Free Resources

To help small and medium businesses cost effectively manage and strengthen their approach to
cyber security IT West has prepared and collated a range of free resources on our website.

These can be found at: itwest.co.uk/cyber

Where do you Start

The first steps you take towards strengthening the cyber security of your business depends on where
you are with your current network infrastructure. Although an infrastructure review strategy is
another subject in its own right, it should be an integral part of your approach to security.

Our recommended strategic approach to infrastructure outlines a five-year primary review cycle. If
you exercise such a strategy, you should start with where you are within this cycle. Are you planning
an infrastructure review in the near future or not is the first question.

Part of An Infrastructure Review

If you design your network correctly from the ground up a reasonable level of cyber security does
not need to cost that much extra.

By starting with a Security First foundation your defences will be put in place during your network
design and implementation programme.

If you are considering a review of your computing infrastructure it is important to factor in your
security requirements.

The online resources on our website provides an infrastructure scoping document. You can use this
to help define your infrastructure review requirements.

IT West can help in a range of ways from simply providing audit and advisory services through to
complete design, supply installation and support.
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Not Part of An Infrastructure Review

If you are not reviewing your infrastructure, then an audit would be a good starting point. We have
created a free Cyber Security Defence Level audit tool you can download from our website.

This allows you to initially identify what security you currently have in place. The same tool also
allows you to profile what you believe is necessary for your type of business. We have structured the
profiling tool in order of importance and cost benefit. At the top of the list are the elements you
should be doing first. As you progress down the list, cost may increase and the returns may be less.

There are a number of low cost quick wins that will have a significant impact on the level of security
you have in place.

From a management perspective, the audit tool provides a cyber security grade from between 1 to
100. Having a base line is a good way to understand and monitor your progress.

It’s Not All About Technology

It is important to recognise your security level is not just a technology initiative. All areas of the
business need to understand and contribute to the approach taken. Heavily locked down secure IT
services may impact the efficiency of your organisation. A balance needs to be struck between
operational efficiency and security. The freedom your staff have on IT equipment may need to
change which needs to be handled carefully. Your staff need to understand why they can’t use a free
music download site on their works computer any longer.

The Cyber Security awareness of your staff is one of those high return minimum cost initiatives you
can instigate immediately. This also brings them on board with the on-going programme of work you
put in place.

We have produced a staff cyber security awareness training video on our website which is available
for free.

Business processes, procedures and policies are another area that will heighten the level of security.
Although some of these will integrate into your IT Services they need to be owned by the business
and driven from the top down. Due to its importance, none compliance of your security policies
should be built into your approach to disciplinary.

A standard set of policies and procedures have been prepared and made available for download at
the IT West web site. The work in line with the staff cyber training videos.
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Qur Process

Fixing your cyber security is not a one-time event. There is an on-going process of monitoring and
review to ensure you keep on top of the ever changing landscape.

IT West has a proven process and a set of monitoring tools to help implement and maintain your
cyber defence posture. More details about our Pentagon Cyber Security Process can be found at our
website.

Pentagon' - Cyber Security Process

Secure
e S Technology
Solutions

The IT West
Cyber Security Process
*
. ‘ : Pentagon

||
[ ] -
Pentagon'
a proven approach to facilitate the
implementation and management of
a cyber defence posture to protect
your business.

Copyright © 2016 — IT West 20 www.itwest.co.uk/cyber


https://www.itwest.co.uk/cyber/

gI?West

Cyber Essentials

The information security arm of GCHQ has prepared a series of basic standards that small and
medium businesses should adopt. These provide a completely independent definition of
requirements with no ulterior motive other than to help protect the operational integrity of the UK.

IT West has achieved the GCHQ Cyber Essentials accreditation and we are also an Accredited Cyber
Essentials Practitioners. As an ACE Practitioner we are qualified to help organisation gain their own
accreditation and strengthen their security systems and processes.

Please feel free to head on over to itwest.co.uk/cyber and use the valuable resource we have put
together for you.

You are also more than welcome to get in touch by email or phone, we are always happy to help in
any way we can.

(Free cyber security resources and information\
@ itwest.co.uk/cyber

Further advice and assistance please contact

phil.allatt@itwest.co.uk
01736 758370
. © y
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